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METHODS, SYSTEMS AND COMPUTER
READABLE MEDIA FOR COLLECTING AND
DISTRIBUTING DIAMETER OVERLOAD
CONTROL INFORMATION TO
NON-ADJACENT NODES

PRIORITY CLAIM

This application claims the benefit of U.S. Provisional
Patent Application Ser. No. 61/838,858, filed Jun. 24, 2013,
the disclosure of which is incorporated herein by reference
in its entirety.

TECHNICAL FIELD

The subject matter described herein relates to Diameter
overload control. More particularly, the subject matter
described herein relates to methods, systems, and computer
readable media for collecting and distributing Diameter
overload control information to non-adjacent nodes.

BACKGROUND

Diameter overload control is a mechanism by which a
Diameter node indicates to other Diameter nodes that the
reporting Diameter node is in an overload condition. The
recipient of the Diameter overload control information,
provided that the recipient supports Diameter overload con-
trol, should take some action, such as rerouting traffic around
the overloaded node or slowing the flow of Diameter mes-
sages to the overloaded node until the overload condition is
abated.

Currently there are a number of overload control infor-
mation mechanisms proposed by the Diameter maintenance
and extensions (DIME) working group of the Internet Engi-
neering Task Force (IETF). One mechanism is a piggy
backing mechanism that uses existing Diameter messages to
carry overload control information. This mechanism is
specified in IETF Internet Draft draft-roach-dime-overload-
ctrl-03, May 17, 2013 (now expired), the disclosure of which
is incorporated herein by reference in its entirety. Another
Diameter overload control information carrying mechanism
uses Diameter overload control application messages that
are used only for communicating Diameter overload control
information. This mechanism is specified in IETF Internet
Draft draft-korhonen-dime-ov1-01.txt, Feb. 25, 2013 (now
expired), the disclosure of which is incorporated herein by
reference in its entirety. The current draft that specifies how
to carry Diameter overload control information is draft-ietf-
dime-ovli-02.txt, Mar. 27, 2014, the disclosure of which is
incorporated herein by reference in its entirety.

Using existing Diameter overload control information
carrying mechanisms, problems exist when nodes in the
network do not support Diameter overload control, support
Diameter overload control information but cannot be trusted
to communicate overload control information to other
nodes, or when it is desirable to aggregate individual node
overload information into more of a whole-realm or whole-
network view. For example, if a Diameter node desires to
report Diameter overload control information to a non-
adjacent Diameter node and one or more intervening nodes
do not support Diameter overload control, such non-adjacent
reporting may not be possible. The intervening nodes that do
not support Diameter overload control create islands of
Diameter overload control information reporting domains.
Similarly, if the intervening node supports Diameter over-
load control but is untrusted, it may be desirable to hide the
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2

identity of the individual nodes reporting overload control
information from the untrusted node.

Accordingly, in light of these difficulties, there exists a
need for methods, systems, and computer readable media for
collecting and distributing Diameter overload control infor-
mation to non-adjacent nodes.

SUMMARY

Methods, systems, and computer readable media for col-
lecting and distributing Diameter overload control informa-
tion to non-adjacent nodes are disclosed. One system for
implementing the subject matter described herein includes a
Diameter overload control information broker. The Diam-
eter overload control information broker includes a Diam-
eter overload control information collector for receiving
Diameter overload control information from Diameter nodes
separate from the Diameter overload control information
broker. The broker includes a memory for storing the
Diameter overload control information. The broker further
includes a Diameter overload control information distributor
for distributing the Diameter overload control information to
Diameter nodes.

As used herein, the term “node” refers to an addressable
entity in a Diameter network. A node may be all or a portion
of a physical computing platform, such as a server with one
or more processor blades or a single processor blade that
implements a Diameter function, such as a Diameter sig-
naling router (DSR), a home subscriber server (HSS), a
mobility management entity (MME), a policy and charging
rules function (PCRF), an application function (AF), a
subscription profile repository (SPR), etc. A node may
include one or more processors and memory that execute
and store the instructions for implementing the node’s
particular Diameter function. A node may also be a virtual
entity implemented by one or more processor blades.

As used herein, the term “Diameter overload control
information” refers to information that indicates that a
Diameter node or group of nodes is in an overloaded state or
has transitioned from an overloaded state to a non-over-
loaded state.

The subject matter described herein for collecting and
distributing Diameter overload control information may be
implemented in hardware, software, firmware, or any com-
bination thereof. As such, the terms “function” or “module”
as used herein refer to hardware, software, and/or firmware
for implementing the feature being described. In one exem-
plary implementation, the subject matter described herein
may be implemented using a computer readable medium
having stored thereon computer executable instructions that
when executed by the processor of a computer control the
computer to perform steps. Exemplary computer readable
media suitable for implementing the subject matter
described herein include non-transitory computer-readable
media, such as disk memory devices, chip memory devices,
programmable logic devices, and application specific inte-
grated circuits. In addition, a computer readable medium
that implements the subject matter described herein may be
located on a single device or computing platform or may be
distributed across multiple devices or computing platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the subject matter described
herein will now be explained with reference to the accom-
panying drawings, wherein like reference numerals repre-
sent like parts, of which:
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FIG. 1 is a network diagram illustrating a first use case for
a Diameter overload control information broker according to
an embodiment of the subject matter described herein;

FIG. 2 is a network diagram illustrating a second use case
for a Diameter overload control information broker accord-
ing to an embodiment of the subject matter described herein;

FIG. 3 is network diagram illustrating a third use case for
a Diameter overload control information broker according to
an embodiment of the subject matter described herein;

FIG. 4 is a diagram illustrating an exemplary mechanism
for communication Diameter overload control information
to a Diameter overload control information broker according
to an embodiment of the subject matter described herein;

FIG. 5 is a block diagram illustrating an exemplary
architecture for a Diameter overload control information
broker according to an embodiment of the subject matter
described herein; and

FIG. 6 is a flow chart illustrating an exemplary process for
collecting and distributing Diameter overload control infor-
mation according to an embodiment of the subject matter
described herein.

DETAILED DESCRIPTION

Methods, systems, and computer readable media for col-
lecting and distributing Diameter overload control informa-
tion are disclosed. According to one aspect, the subject
matter described herein includes a Diameter overload con-
trol information broker that collects Diameter overload
control information from nodes separate from the Diameter
overload control information broker and distributes that
information to other Diameter nodes that are also separate
from the Diameter overload control information broker. FIG.
1 is a network diagram illustrating a first use case for a
Diameter overload control information broker according to
an embodiment of the subject matter described herein.
Referring to FIG. 1, the network includes a mobility man-
agement entity (MME) 100, two home subscriber servers
(HSSs) 102 and 104, and a Diameter signaling router (DSR)
106. In this example, it is assumed that HSSs 102 and 104
support Diameter overload control, meaning that they sup-
port one or more of the mechanisms described above for
communicating Diameter overload control information to
other nodes. It is also assumed that MME 100 supports
Diameter overload control information, meaning that MME
100 is capable of acting on Diameter overload control
information received from other nodes. In this example, it is
assumed that DSR 106 supports Diameter overload control.
In order to support the communication of Diameter overload
control information among non-adjacent nodes (such as HSS
102 and MME 100), a Diameter overload control informa-
tion broker 108 may be provided. To mitigate the problem of
a node maliciously reporting an incorrect overload scope, it
is assumed that Diameter overload information broker 108 is
trusted by the nodes to which broker 108 distributes Diam-
eter overload control information. To facilitate the commu-
nication of overload control information among non-adja-
cent nodes, broker 108 functions as a hub to distribute
Diameter overload control information on behalf of nodes
that initially report the Diameter overload control informa-
tion to nodes that are not adjacent to the reporting nodes.

In the illustrated example, Diameter overload control
information broker 108 is a component of DSR 106. How-
ever, Diameter overload control information broker 108 may
alternatively be a stand-alone entity or a component of
another Diameter node, such as an HSS. Diameter overload
control information broker 108 receives Diameter overload
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control information from other nodes, such as HSSs 102 and
104, and distributes that information to Diameter nodes,
such as MME 100. The exemplary mechanisms by which
Diameter overload control information broker 108 collects
Diameter overload control information will be described in
detail below with respect to FIG. 4.

Diameter overload control information broker 108 may
distribute Diameter overload control information using any
suitable mechanism, such as a query response interface or a
pub-sub interface. For example, MME 100 may subscribe to
receive Diameter overload control information regarding
HSS 102 or HSS 104. When HSS 102 or HSS 104 reports
overload control information to broker 108, broker 108 may
check its subscriptions and determine that MME 100 is
subscribed to receive the Diameter overload control infor-
mation regarding HSSs 102 and 104 and may provide the
information in response to receiving an update from HSS
102 or HSS 104.

In an alternate implementation, Diameter overload control
information broker 108 may receive Diameter overload
control information from HSS 102 or HSS 104. MME 100
may query Diameter overload control information broker
108 for Diameter overload control information regarding
HSS 102 or HSS 104. In response to the query, Diameter
overload control information broker 108 may respond with
the requested Diameter overload control information.

FIG. 2 is a network diagram illustrating another use case
for a Diameter overload control information broker accord-
ing to an embodiment of the subject matter described herein.
In FIG. 2, an IP exchange (IPX) vendor that connects a
plurality of different carrier networks 200, 202, and 204. It
would be desirable for networks 200, 202 and 204 to be able
to exchange Diameter overload control information. How-
ever, the owners or operators of networks 200, 202, and 204
may not trust the IPX vendor to distribute their Diameter
overload control information or to properly report the over-
load state of other operators. Accordingly, each network may
include a Diameter overload control information broker
108A, 108B, or 108C that collects Diameter overload con-
trol information for nodes within the network and distributes
that information outside of the network. For example, Diam-
eter overload control information broker 108 A may collect
Diameter overload control information for a network A 200
and distribute that information outside of network A 200 in
response to subscriptions or queries from other networks.
Diameter overload control information brokers 108B and
108C may operate similarly for their respective networks.

FIG. 3 is a network diagram illustrating in more detail the
functionality of a Diameter overload control information
broker that collects information within a network and reports
that information outside of the network. In FIG. 3, edge
agents 300 and 302 each include a Diameter overload
control information broker 108A or 108B. Edge agents 300
and 302 each serve their respective networks and collect
Diameter overload control information from nodes 306 and
308 within their respective networks. Within each network,
Diameter overload control information may be communi-
cated on a hop-by-hop basis, meaning that each node col-
lects overload control information from its adjacent node
and reacts to overload control information from its adjacent
node. However, outside of the network, nodes may subscribe
to receive overload control information from Diameter over-
load control information brokers. For example, node 306
may subscribe to Diameter overload control information
broker 108B to obtain Diameter overload control informa-
tion regarding one of nodes 308.
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The mechanism by which a Diameter overload control
information broker collects Diameter overload control infor-
mation may be implemented in a number of ways. FIG. 4
illustrates one exemplary implementation by which a Diam-
eter overload control information broker collects Diameter
overload control information according to an embodiment of
the subject matter described herein. Referring to FIG. 4,
nodes 400 within network 402 publish Diameter overload
control information to broker 108. In such a case, nodes 400
may be provisioned with the address of broker 108. Alter-
natively, broker 108 may subscribe to each node 400 to
receive overload control information for each node. In yet
another alternative implementation, broker 108 may peri-
odically query each node for Diameter overload control
information.

Outside of network 402, clients 404 subscribe to broker
108 to receive Diameter overload control information
regarding nodes within network 402. In an alternate imple-
mentation, nodes outside of network 402 may query broker
108 for updated overload control information.

FIG. 5 is a block diagram illustrating a Diameter overload
control information broker according to an embodiment of
the subject matter described herein. Referring to FIG. 5,
Diameter overload control information broker 108 includes
a Diameter overload control information collector 500 for
collecting Diameter overload control information from other
nodes. As stated above, the Diameter overload control
information may be published to broker 108 or broker 108
may query other nodes to obtain overload control informa-
tion. Broker 108 includes a memory 502 for storing the
Diameter overload control information. Broker 108 further
includes a Diameter overload control information distributor
504 for distributing Diameter overload control information
to other nodes. In one implementation, distributor 504 may
respond to queries for Diameter overload control informa-
tion. In an alternate implementation, distributor 504 may
receive subscriptions for Diameter overload control infor-
mation and may provide updates of Diameter overload
control information to subscribing nodes. The mechanism
by which nodes obtain Diameter overload control informa-
tion from broker 108 may utilize Diameter messages, SIP
messages, web messages, or any other suitable protocol for
carrying such information.

By collecting Diameter overload control information
from a plurality of nodes, and providing a single point of
access for such information, Diameter overload control
information broker 108 serves as an aggregator of Diameter
overload control information. By providing a Diameter
overload control information aggregation service, the bur-
den on overloaded nodes is reduced over implementations
where overloaded nodes must keep track of multiple entities
or peers to which overload control information is commu-
nicated. In addition, reporting “whole realm” overload scope
protects the identities of individual nodes from untrusted
nodes that may receive the overload control information.

FIG. 6 is a flow chart illustrating an exemplary process for
collecting and distributing Diameter overload control infor-
mation according to an embodiment of the subject matter
described herein. Referring to FIG. 6, in step 600, Diameter
overload control information is collected by Diameter over-
load control information broker 108. For example, broker
108 may receive Diameter overload control information
from network nodes in response to subscriptions by Diam-
eter overload control information broker 108, or in response
to queries from Diameter overload control information bro-
ker 108, or by provisioning nodes in a network to distribute
Diameter overload control information to broker 108. In step
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602, Diameter overload control information broker 108
stores the Diameter overload control information in its
memory. In step 604, if overload control information aggre-
gation is supported, control proceeds to step 606 where
broker 108 determines whether an aggregation threshold is
reached. For example, if a predetermined percentage of
nodes in a network have reported that they are overloaded,
broker 108 may determine that the aggregation threshold has
been reached proceed to step 608 to distribute the overload
control information, which in the aggregated case would be
for the network or realm, rather than the individual nodes. If
the threshold has not been reached, control returns to step
600 where broker 108 continues to receive and store over-
load control information.

In step 604, if aggregation is not supported, control
proceeds to step 608 where Diameter overload control
information broker 108 distributes the Diameter overload
control information to at least one Diameter node that is not
adjacent to the Diameter node from which the overload
control information was received. For example, broker 108
may distribute the Diameter overload control information to
other Diameter nodes. The other Diameter nodes may be
trusted nodes or untrusted nodes that are not directly con-
nected to the nodes that reported the overload control
information.

It will be understood that various details of the subject
matter described herein may be changed without departing
from the scope of the subject matter described herein.
Furthermore, the foregoing description is for the purpose of
illustration only, and not for the purpose of limitation.

What is claimed is:

1. A system for collecting and distributing Diameter
overload control information to non-adjacent nodes, the
system comprising:

a Diameter overload control information broker includ-

ing:
a Diameter overload control information collector for
receiving Diameter overload control information
from at least one first Diameter node separate from
the Diameter overload broker, wherein the Diameter
overload control information includes information
that indicates that the at least one first Diameter node
is in an overloaded state;
a memory for storing the collected Diameter overload
control information; and
a Diameter overload control information distributor for
distributing the Diameter overload control informa-
tion to at least one second Diameter node that is not
adjacent to the at least one first Diameter node from
which the Diameter overload control information
was received, wherein the Diameter overload control
information distributor is configured to receive sub-
scription requests for subscribing to receive Diam-
eter overload control information from interested
Diameter nodes and to maintain a database of Diam-
eter overload control subscription information,
wherein distributing the Diameter overload control
information to the at least one second Diameter node
includes:
receiving the Diameter overload control information,
accessing the database and determining that the at
least one second Diameter node is subscribed to
receive the Diameter overload control informa-
tion,

providing the at least one second Diameter node with
the Diameter overload control information, and
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in response to receiving updates in the Diameter
overload control information from the at least one
first Diameter node, providing updated Diameter
overload control information to the at least one
second Diameter node.

2. The system of claim 1 wherein the Diameter overload
control information collector is configured to receive Diam-
eter overload control information carried in Diameter mes-
sages used for purposes other than Diameter overload con-
trol, to extract the Diameter overload control information
from such messages, and store the extracted Diameter over-
load control information in the memory.

3. The system of claim 1 wherein the Diameter overload
control information collector is configured to receive Diam-
eter overload control information carried in Diameter over-
load control application report messages originating from a
Diameter overload control application, to extract the Diam-
eter overload control information from the messages and to
store the Diameter overload control information in the
memory.

4. The system of claim 1 wherein the Diameter overload
control information collector is configured to query the at
least one first Diameter node to obtain the Diameter over-
load control information.

5. The system of claim 1 wherein the Diameter overload
control information collector is configured to subscribe to
the at least one first Diameter node to obtain the Diameter
overload control information.

6. The system of claim 1 wherein the Diameter overload
control information distributor is configured to receive que-
ries for Diameter overload control information and to
respond to the queries.

7. The system of claim 1 wherein the Diameter overload
control information broker comprises a stand-alone Diam-
eter node dedicated to distributing the Diameter overload
control information or a component of a Diameter node that
performs a Diameter function other than overload control.

8. The system of claim 1 wherein the Diameter overload
control information broker aggregates Diameter overload
control information on behalf of the Diameter nodes from
which Diameter overload control information is received
and reports aggregated overload control information.

9. The system of claim 8 wherein the aggregated Diameter
overload control information does not individually identify
the Diameter nodes from which Diameter overload control
information was received.

10. A method for collecting and distributing Diameter
overload control information to non-adjacent nodes, the
method comprising:

at a Diameter overload control information broker imple-

mented by at least one processor:

receiving Diameter overload control information from
at least one first Diameter node separate from the
Diameter overload control information broker,
wherein the Diameter overload control information
includes information that indicates that the at least
one first Diameter node is in an overloaded state;

storing the collected Diameter overload control infor-
mation; and

distributing the Diameter overload control information
to at least one second Diameter node that is not
adjacent to the at least one first Diameter node from
which the Diameter overload control information
was received, wherein the Diameter overload control
information broker is configured to receive subscrip-
tion requests for subscribing to receive Diameter
overload control information from interested Diam-
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eter nodes and to maintain a database of Diameter

overload control subscription information, wherein

distributing the Diameter overload control informa-

tion to the at least one second Diameter node

includes:

receiving the Diameter overload control information,

accessing the database and determining that the at
least one second Diameter node is subscribed to
receive the Diameter overload control informa-
tion,

providing the at least one second Diameter node with
the Diameter overload control information, and

in response to receiving updates in the Diameter
overload control information from the at least one
first Diameter node, providing updated Diameter
overload control information to the at least one
second Diameter node.

11. The method of claim 10 wherein receiving Diameter
overload control information comprises receiving Diameter
overload control information carried in Diameter messages
used for purposes other than Diameter overload control
extracting the Diameter overload control information from
such messages.

12. The method of claim 10 wherein receiving Diameter
overload control information comprises receiving Diameter
overload control information carried in Diameter overload
control application report messages originating from a
Diameter overload control application and extracting the
Diameter overload control information from the messages.

13. The method of claim 10 wherein receiving the Diam-
eter overload control information includes receiving the
information in response to querying the at least one first
Diameter node to obtain the Diameter overload control
information.

14. The method of claim 10 wherein receiving the Diam-
eter overload control information includes subscribing to the
at least one first Diameter node to obtain the Diameter
overload control information.

15. The method of claim 10 wherein distributing the
Diameter overload control information comprises receiving
queries for Diameter overload control information and
responding to the queries.

16. The method of claim 10 wherein the Diameter over-
load control information broker comprises a stand-alone
Diameter node or a component of a Diameter node that
performs at least one Diameter function other than Diameter
overload control.

17. The method of claim 10 wherein the Diameter over-
load control information broker aggregates Diameter over-
load control information on behalf of the Diameter nodes
from which Diameter overload control information is
received and reports aggregated Diameter overload control
information.

18. A non-transitory computer readable medium having
stored thereon computer executable instructions embodied
in a computer readable medium and when executed by a
processor of a computer performs steps comprising:

at a Diameter overload control information broker:

receiving Diameter overload control information from
at least one first Diameter node separate from the
Diameter overload control information broker,
wherein the Diameter overload control information
includes information that indicates that the at least
one first Diameter node is in an overloaded state;

storing the collected Diameter overload control infor-
mation; and
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distributing the Diameter overload control information
to at least one second Diameter node that is not
adjacent to the at least one first Diameter node from
which the Diameter overload control information
was received, wherein the Diameter overload control 5
information broker is configured to receive subscrip-
tion requests for subscribing to receive Diameter
overload control information from interested Diam-
eter nodes and to maintain a database of Diameter
overload control subscription information, wherein 10
distributing the Diameter overload control informa-
tion to the at least one second Diameter node
includes:
receiving the Diameter overload control information,
accessing the database and determining that the at 15
least one second Diameter node is subscribed to
receive the Diameter overload control informa-
tion,
providing the at least one second Diameter node with
the Diameter overload control information, and 20
in response to receiving updates in the Diameter
overload control information from the at least one
first Diameter node, providing updated Diameter
overload control information to the at least one
second Diameter node. 25
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